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Abstract: As data breaches and unauthorized modifications of transactional records continue to threaten data
integrity, blockchain technology has emerged as a promising solution to reinforce trust in relational database
systems. This review paper presents a comprehensive evaluation of blockchain-integrated logging mechanisms
aimed at ensuring data integrity, traceability, and auditability in relational database transactions. By examining
hybrid architectures that combine blockchain’s immutability with conventional relational database features, the
study explores how decentralized ledgers can secure logs against tampering, ensure verifiable audit trails, and
enhance accountability in mission-critical applications. Various models such as append-only blockchains, smart
contract-based verifications, and off-chain/on-chain synchronization strategies are analyzed for their performance,
scalability, and compliance capabilities. Additionally, the paper reviews existing frameworks, deployment
challenges, and performance trade-offs, offering insights into their applicability across sectors including finance,
healthcare, and government data systems. The findings highlight the transformative potential of blockchain-based
logging while outlining limitations and future directions for practical integration in real-world database
environments.
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1. INTRODUCTION
1.1 Background on Relational Databases and Logging Mechanisms

Relational databases—anchored by the relational model—remain foundational to modern information systems, offering
structured storage, ACID-compliant transactions, and robust query capabilities (Chang & Dumindu, 2021). Logging
mechanisms are integral components, capturing transactional activities to support recovery, auditing, and forensic
investigations. Transaction logs chronicle state changes, enabling rollback and ensuring atomicity and durability.
Furthermore, append-only logs—commonly employed—ensure that each change is recorded sequentially in an immutable
sequence, which is essential for both crash recovery and compliance tracking. However, as web-scale and distributed
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applications proliferate, the log infrastructure must effectively balance performance, storage overhead, and real-time
accessibility (Thokala, 2021). In audit-centric domains, logs are expected to provide provable, chronological traces of who
made which change when—yet achieving this reliably demands trustworthy logging and resilience against unauthorized
tampering. Traditional logs fulfill baseline requirements, but often fall short in environments subject to malicious insiders
or advanced cyber threats (Klinkmuller et al., 2020). Recent approaches have explored immutable, distributed logging over
multiple sites to enhance resilience and verifiability, but standard relational DBMS logging remains the predominant
mechanism, serving as a de facto trust anchor in enterprise systems (Ozdayi, Kantarcioglu, & Malin, 2020).

1.2 Limitations of Traditional Logging for Integrity and Auditing

Despite the centrality of logging in relational database systems, traditional mechanisms suffer from inherent vulnerabilities
affecting integrity and auditability. Core issues include log tampering—where insiders or attackers can modify or delete log
files to obscure unauthorized transactions (Wagner & Qian, 2021). Even cryptographic ratchets, intended to chain log
entries, face limitations, such as key exposure and linear degradation. Tamper-evident systems like SealFSv2 do provide
stronger guarantees but are not widely deployed in mainstream RDBMS environments (Atalor et al, 2023). Another
limitation arises from storage separation: log files are typically housed within the same infrastructure, making them
susceptible to system-level compromises (Al-Awadi & Hossain, 2022). Moreover, existing DBMS often do not support
built-in verifiable audit logs; they rely on external solutions or manual configuration—resulting in ad hoc setups prone to
misconfiguration or obsolescence (Gilbert & Gilbert, 2024). Performance is also a factor: enabling comprehensive
logging—especially when augmented with cryptographic metadata—can degrade transaction throughput and increase
latency (Sutradhar et al., 2024). Finally, regulatory requirements demand non-repudiable, immutable evidence of
transactions—capabilities that conventional logs are ill-equipped to provide, particularly when under adversarial threat
(Gilbert & Gilbert, 2024). Collectively, these shortcomings highlight the urgent need for stronger integrity-preserving
logging systems capable of providing verifiable audit trails under threat models beyond simple system failure.

1.3 Emergence of Blockchain for Secure Logging

Blockchain technology has emerged as a compelling enhancement to traditional logging by providing immutability,
decentralization, and cryptographic verification. As Tang, Ma, and colleagues (2023) observed, blockchains and databases
occupy an interoperability spectrum, with blockchain-oriented databases offering built-in append-only, distributed, and
consensus-enforced transaction logs. These logs are inherently verifiable, transparent, and resistant to tampering—
addressing the limitations of conventional DBMS log approaches. Public ledger designs and Merkle-tree architectures
deliver strong cryptographic linkage between entries; Chang et al. (2022) have adapted such mechanisms for hybrid systems
to enable tamper-evidence in local logs. In practice, several experimental frameworks now integrate blockchain into DBMS
environments, offloading critical audit data on-chain while archiving bulk log content off-chain or in IPFS (Choudhury et
al., 2023; Kalita et al., 2024). These hybrid solutions retain relational data management efficiency, while cryptographically
securing audit trails. Al-Awadi and Hossain’s (2024) sensor-logging system exemplifies practical use: hashed digests of
logs are committed on-chain, ensuring raw off-chain logs remain traceable through Merkle proofs. Such systems
demonstrate that without migrating entire databases, blockchain-anchored logging can significantly augment log integrity
and auditability in relational transaction processing environments.

1.4 Scope and Obijectives of the Review

This review rigorously examines blockchain-integrated logging mechanisms for relational database transactions, with three
primary objectives. First, it aims to classify architectural models—from database-oriented blockchains to hybrid on-
chain/off-chain logging systems—drawing on Tang et al.’s (2023) fusion taxonomy to contextualize the design spectrum.
Second, the review evaluates key metrics such as integrity guarantees, auditability, performance impact, and deployment
complexity (Ayoola, et al, 2024). Third, it articulates challenges and assesses suitability across application domains
including finance, healthcare, and government systems—where immutable audit trails are non-negotiable—and proposes
implementation guidelines (Sutradhar et al., 2024). By synthesizing empirical findings from Se charts like Kalita et al.
(2024) and Al-Awadi & Hossain (2024), this study bridges theoretical underpinnings with emerging practical
implementations. Overall, the review seeks to inform both academic research trajectories and enterprise adoption strategies,
by detailing where blockchain-based logging enhances trust and where constraints persist. The ultimate goal is a refined
roadmap for deploying blockchain-augmented logging without sacrificing the performance, usability, or legacy
compatibility of relational database systems.
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1.5 Structure of the Paper

The structure of the follows a systematic and layered approach to exploring the fusion of blockchain technologies with
relational database logging systems. It begins with an Introduction that establishes the relevance of relational database
logging, exposes the limitations of traditional logging mechanisms, and introduces blockchain as a viable solution, before
outlining the objectives and scope of the review. Section 2 delves into the technical foundations, including blockchain
principles, comparative architectures (on-chain vs. off-chain), hybrid integration strategies, and consensus mechanisms
influencing database synchronization and integrity. Section 3 evaluates practical frameworks and real-world applications,
discussing smart contract-based logging, domain-specific use cases across finance, healthcare, and government, supported
by case studies and regulatory compliance considerations. Section 4 critically analyzes technical and operational challenges,
such as scalability trade-offs, synchronization burdens, storage costs, and emerging security vulnerabilities in blockchain-
augmented database ecosystems. The final section, Section 5, consolidates the paper’s insights by presenting current trends,
identifying research gaps, recommending implementation strategies, and summarizing key findings before concluding with
the significance and future potential of blockchain-integrated logging in relational databases.

2. BLOCKCHAIN INTEGRATION IN RELATIONAL DATABASES
2.1 Blockchain Fundamentals Relevant to Logging

Blockchain technology underpins secure logging primarily through its decentralized ledger, chained structure of hashed
blocks, and cryptographic integrity guarantees, which collectively provide a tamper-resistant foundation. Central to these
properties is the choice of consensus mechanism. Knudsen et al. (2021) examined consensus algorithms suitable for low-
throughput environments, underscoring how synchronous and asynchronous approaches differently affect data integrity and
reliability in constrained networks. They concluded that asynchronous BFT protocols like Honey-BadgerBFT maintain
robustness under network churn—critical for logging systems where consistency must be upheld even with intermittent
connectivity.

The core structure of blockchain—a linear, append-only chain of blocks each embedding the hash of the previous block—
ensures immutability: once logged, records cannot be altered silently (Eren et al., 2025). This immutable chaining is
essential for audit trails in relational databases, as it prevents retroactive manipulation of transaction logs. Sahai et al. (2019)
operationalized this principle with Verity, which stores tuple-level metadata on a permissioned blockchain to detect insider
tampering without migrating full data offchain as shown in Table 1. The Verity study validated that immutable blockchain
anchoring of logs preserved integrity while minimizing performance overhead.

Blockchains rely on cryptographic hashing and data referencing between on-chain and off-chain storage. Azonuche, et al.
(2024) observed that hybrid storage models leverage on-chain hashes to ensure off-chain log data integrity—a baseline
requirement for trusted logging. For instance, only metadata or hash references may reside on-chain, while the bulk log is
stored off-chain, reducing costs while retaining trust. Carrozzino et al. (2023) demonstrated a hybrid blockchain—NoSQL
model, combining immutable ledger anchors with high-throughput NoSQL databases for scalable log recording in relational
systems.

Table 1: Core Blockchain Fundamentals for Secure Logging in Relational Databases

Blockchain Feature |Key Mechanism Impact on Logging Description

Decentralized Ledger
& Consensus

Asynchronous consensus
protocols (e.g., BFT)

Maintains consistent logging even
under network instability or low-
throughput setups

Enhances reliability and ensures
consensus in distributed
environments

Immutable Chained
Structure

Append-only blocks with
cryptographic hash links

Guarantees tamper-evidence and
immutability of logged records

Prevents retroactive alterations
and secures transaction history

Cryptographic
Integrity

Metadata anchoring and
hash chaining

Enables detection of unauthorized
changes with minimal system
overhead

Strengthens log integrity while
maintaining performance
efficiency

On-Chain and Off-
Chain Data Linking

Storing hashes on-chain
while logs reside off-
chain

Balances scalability and auditability
with reduced storage costs

Ensures off-chain data integrity
through verifiable cryptographic
anchoring
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Collectively, these blockchain fundamentals—decentralization, hashed chaining, consensus-driven immutability, and
hybrid storage strategies—enable robust logging systems that can ensure integrity and auditability within relational
databases, even under internal and external threats.

2.2 On-Chain vs Off-Chain Logging Architectures

On-chain logging architecture denotes storing log entries—or their critical parts—directly on the blockchain ledger. This
approach offers maximum tamper resistance and built-in immutability, as each transaction is cryptographically chained and
consensus-validated. Eren et al. (2025) highlight that on-chain logging guarantees the strongest integrity assurances, making
any manipulation computationally impractical. Ansar et al. (2024) further note that embedding logs on-chain enables
automated breach detection tools to traverse logs reliably, as each entry shares standardized structure and timestamping.
However, on-chain storage incurs scalability and cost challenges. Gas costs on blockchains like Ethereum make storing
large logs prohibitive (Enyejo et al, 2024). Additionally, throughput bottlenecks limit system performance. Hence, on-chain
designs typically only include log metadata or hash digests rather than full log content.

In contrast, off-chain logging stores complete entries in external storage (e.g., relational databases, distributed file systems)
and anchors integrity proofs on-chain via cryptographic hashes. For example, WedgeBlock (2023) demonstrates a lazy-
minimum trust model: bulk data remains off-chain for efficiency, while periodic hashes are written on-chain. This achieves
a balance between cost-efficiency and trust. Similarly, Okeke et al, (2024) introduced an access-log framework that keeps
logs off-chain while anchoring critical metadata on a permissioned blockchain. They show this design preserves entry
integrity and supports rapid queries. Off-chain architectures enable efficient storage, fast querying, and integration with
existing relational systems. However, integrity guarantees rely on properly anchoring logs and maintaining the off-chain
store’s security. Ansar et al. (2024) warn that absent rigorous anchoring, off-chain logs can be manipulated before or after
hash anchoring, undermining auditability.

Trade-offs between performance, cost, and integrity define on-chain vs off-chain architectures as illustrated in Table 2.
Effective designs often use hybrid solutions where small, crucial pieces of log data—Ilike hash, timestamp, and transaction
ID—reside on-chain, while full log contexts remain in high-performance off-chain stores. The selection of model depends
on the application’s required assurance level, volume of logs, and resource constraints.

Table 2: Comparative Summary of On-Chain vs Off-Chain Logging Architectures in Blockchain-Integrated
Databases

Trade-Offs and Hybrid

Aspect On-Chain Logging Off-Chain Logging Approaches

Complete log entries are stored in
external systems (e.g., RDBMS),
with cryptographic hashes
anchored on-chain.

Log entries or their critical parts
are stored directly on the
blockchain ledger.

Hybrid designs store metadata
(e.g., hash, timestamp, TxID) on-
chain and full content off-chain.

Storage
Location

. - Relies on hash anchoring for Balances integrity with
. Offers strong immutability and | o . . L . .
Security and - ) - . integrity; vulnerable if anchoring |flexibility, assuming anchoring
; tamper resistance; manipulation |. . . - I
Integrity . . . . is inconsistent or improperly and synchronization are
is computationally impractical. : I
secured. rigorously maintained.
Incurs high costs (e.g., gas fees) Enables eff|C|ent. querying and Hybrid models aim to reduce on-
Performance : . low-cost storage; better - : .
and low throughput; not suitable TS chain costs while retaining
and Cost scalability in high-volume

for large-scale log storage. verifiability and audit readiness.

environments.

Best suited for high-assurance,
Suitability and | low-volume environments
Use Cases requiring immutable proof of
each transaction.

Applied where selective
immutability is needed with
performance and cost
optimization.

Ideal for systems requiring rapid
access, integration with existing
databases, and scalable storage.

2.3 Hybrid System Designs for Database-Blockchain Synergy

Hybrid blockchain—database systems seek to combine the immutability and decentralization of blockchain with the
scalability and rich querying capabilities of relational or NoSQL databases. Carrozzino et al. (2023) developed a hybrid
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blockchain—-NoSQL architecture in which blockchain handles integrity enforcement while a NoSQL layer manages high-
throughput log writes. This approach reduces on-chain burden and supports complex analytics. Ononiwu, et al. (2023)
compared three hybrid implementations—Veritas-CFT, Veritas-BFT, and BigchainDB—across fault models, throughput,
and consistency. Their tests revealed that crash fault-tolerant (CFT) hybrids significantly outperform Byzantine fault-
tolerant (BFT) systems, supporting the choice of architecture based on threat context and desired performance. They
illustrate that developers must carefully balance fault tolerance, latency, and security when selecting hybrid design patterns.

In their space data management use case, Kim et al. (2025) demonstrate a hybrid public/private blockchain structure. Non-
sensitive metadata is stored on public chains for transparency, while sensitive mission logs are confined to private chains.
Cross-chain synchronization and cryptographic anchoring ensure both verifiability and confidentiality. This pattern
illustrates how hybrid architectures facilitate data classification, regulatory compliance, and trust distribution. Event-driven
hybrid systems also handle edge-generated data. Hao Guo et al. (2023) describe a hybrid blockchain-edge setup for
Electronic Health Records (EHRS), where attribute-based cryptographic enforcement occurs on blockchain, while
immediate access and processing occur at the edge. Attribute-based signature aggregation ensures authenticity, while
blockchain anchoring preserves auditability.

These hybrid models underscore three key advantages: (1) Trust anchoring—yproof of integrity is uniformly applied; (2)
Scalability—bulk data remains in systems optimized for high-throughput; (3) Modularity—decomposed system
components fulfil specialized tasks as seen in Fig. 1. However, hybrid designs introduce integration complexity. Developers
must address data synchronization, schema mapping, cross-chain coordination, and audit log coherence. As illustrated by
Ge et al. (2022), system architects must choose consensus protocols, storage engines, and syncing strategies aligned with
application requirements for performance and trust.

Blockchain Structure

Consensus
e Q Q>

G Y ) O

Figure 1. Consensus-Driven Node Architecture in a Decentralized Blockchain Network. (Mayuresh, 2023)

Figure 1 represents a decentralized network where multiple nodes, each with its own copy of the ledger, interact through a
consensus mechanism to maintain data integrity across the system. This structure reflects the foundational trust and
auditability layer of hybrid architectures. Each node in the diagram could correspond to a component in a hybrid system
(e.g., edge device, NoSQL database handler, or EHR processor), while the consensus network ensures synchronized and
tamper-proof state management across components. This trust-anchored layer complements external systems—such as
NoSQL databases in Carrozzino et al. (2023) or edge processors in Hao Guo et al. (2023)—»by serving as a verifiable
integrity reference. Hybrid designs often decouple querying and storage from consensus enforcement, and this image
captures that separation: ledger states are maintained locally but synchronized through inter-node consensus. Thus, the
visual encapsulates the modularity, scalability, and trust that hybrid systems aim to achieve, while also hinting at the
complexity of synchronization and cross-layer consistency discussed by Ge et al. (2022).
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2.4 Consensus Mechanisms and Their Impact on Logging

Consensus mechanisms determine how participants agree on the validity and ordering of transactions in blockchain
systems—Kkey factors underpinning logging integrity, latency, and throughput. Knudsen et al. (2021) compared synchronous
and asynchronous consensus protocols under low-throughput network settings. They found that blockchain systems using
asynchronous Byzantine fault-tolerant methods, such as Honey-BadgerBFT, maintain log consistency despite network
delays, making them effective for distributed logging where nodes may not fully synchronize.

Performance differences between consensus types significantly affect logging efficiency. Eren et al. (2025) observed that
Byzantine fault-tolerant consensus mechanisms impose overhead due to message complexity, increasing latency in log
anchoring. Conversely, crash fault-tolerant consensus (e.g., Raft, Paxos) performs faster and suits environments where node
failures but not malicious behaviors are expected—relevant for private blockchain scenarios integrated with databases as
shown in Figure 1. Guo et al. (2023) adopted Hyperledger Fabric with RAFT-based ordering in their hybrid blockchain—
edge EHR system, enabling quick transaction ordering and log anchoring suitable for healthcare edge nodes with limited
resources. Their use of attribute-based signature aggregation clarified how consensus and crypto combine to provide both
performance and integrity assurances in logging applications.

Emerging consensus mechanisms in edge/cloud environments adapt to control messaging overhead. Wang & Zhang (2023)
analyzed lightweight consensus solutions tailored for distributed 10T and serverless setups. Their review highlights that
permissioned consensus protocols like PBFT variants offer better trade-offs for secure logging in corporate settings than
public PoW-based alternatives. They note that consensus must uphold properties critical for logging: finality, throughput,
and fault tolerance. Finality ensures once a log entry is anchored, it cannot be forked or reversed. PBFT, RAFT, and practical
BFT protocols provide immediate finality, ideal for logging. In contrast, POW networks rely on probabilistic finality,
unsuitable when logs must be instantaneously trusted.

[ Consensus Mechanisms ]

Crash Fault

Fault Tolerant Tolerant (CFT)

Byzantine . . e
Lightweight/Edge-Optimized
(BFT)
+ i - PoWw-Based
Examples: Examples: Examples: Mechanisms
PBFT, Raft, Paxos PBFT Variants
HoneyBadgerBFT v (customized for

Use Case: loT/cloud E)B(‘imp_le:
- Private/enterprise A 4 itcoin
Use Case: blockchains ‘ Use Case: ’ [—

High-integrity h 4

-t loT, _serverless Issue-
distibuted vl environments Probabilistic
= = Properties: L.' finality, not
- - Faster consensus suitable for
_ Properties: with lower overhead Properties: secure logging
= High fault tolerance - Assumes no « Optimized for
(handles malicious malicious nodes low-bandwidth, I
nodes) - Finality: i; resource-constrained — )
« High message ¢ nodes Drawback:
overhead — — = High throughput, secure Fork risk,
increased latency Applications: anchoring delayed trustin
- Finality: Immediate Hybrid blockchain - Finality: Immediate log entry
systems
Applications: —I
Asynchronous Applications: Cormment:
networks, Edge-cloud Not
distributed logs Key Logging systems recommended
Requirements for real-time log
Supported by trust assurance

Consensus

Y

- Finality (logs cannot be
reversed)

* Throughput (high-speed
anchoring)

« Fault Tolerance
(malicious/failure-resilient)

Figure 2: A Diagram Showing Consensus Mechanisms and Their Suitability for Secure Blockchain Logging
Systems

Figure 2 illustrates three primary consensus mechanism categories—Byzantine Fault Tolerant (BFT), Crash Fault Tolerant
(CFT), and Lightweight/Edge-Optimized protocols—and evaluates their impact on blockchain-based logging. BFT
protocols such as PBFT and HoneyBadgerBFT are shown to offer strong integrity and immediate finality but suffer from
high communication overhead, making them ideal for asynchronous distributed systems. CFT mechanisms like Raft and
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Paxos are highlighted for their efficiency and suitability in trusted, private environments with faster log anchoring.
Lightweight consensus protocols, optimized for IoT and serverless environments, maintain integrity with reduced
messaging costs and are suited for edge-based infrastructure. The diagram contrasts these with Proof-of-Work (PoW),
which, due to its probabilistic finality and delay, is flagged as unsuitable for secure, real-time logging. It emphasizes key
logging attributes—finality, throughput, and fault tolerance—that determine the effectiveness of each consensus type in
maintaining tamper-proof, timely, and reliable logging systems.

3. LOGGING FRAMEWORKS AND USE CASES
3.1 Smart Contract-Based Logging Frameworks

Smart contract-based logging frameworks embed logging logic directly within decentralized ledger ecosystems, enabling
immutable, verifiable transaction trails tightly coupled with database operations. These frameworks combine the
cryptographic security and deterministic execution of smart contracts with logging needs intrinsic to relational databases
(Liang et al., 2021; Alharby & van Moorsel, 2023).

Idoko, et al. (2024) introduced ProvChain, which uses smart contracts in a blockchain partner to emit signed audit events
whenever a database transaction occurs, storing hash pointers to captured metadata off-chain. This dual-layer approach
offloads bulk log data but preserves integrity via tamper-proof blockchain pointers as seen in fig. 3. That study demonstrated
that even large-scale cloud environments could maintain non-repudiation and traceability in O(1) smart contract calls per
transaction, with negligible performance overhead relative to legacy logging solutions.

Alharby and van Moorsel (2023) systematized blockchain—smart contract patterns, highlighting three models for secure
logging: (1) on-chain logging—each event is stored directly within the ledger, ensuring full auditability at the expense of
performance; (2) off-chain logging with blockchain anchoring, where logs reside in conventional storage but periodic state
hashes are recorded on-chain; and (3) hybrid verification contracts, which handle queries and authenticates integrity by
recalculating and comparing off-chain log hashes prior to issuance (Ahmed et al., 2024).

ljiga et al. (2024) explored smart contracts as real-time compliance enforcers. They proposed audit-specific contracts
configured with compliance rules, which automatically signal violations (e.g., unauthorized access or record alterations).
Deployment in a simulated governance database managing transaction policies showed that smart contracts could avoid
manual audit by flagging events in real time, with 95% accuracy in rule enforcement and subsecond alerting latency.

Mohammed Abdul (2024) contextualized logging frameworks within broader blockchain deployment challenges. While
logging via smart contracts ensures legal audit readiness and integrity, the study noted governance complexity in hybrid
architectures where permissioned chains must reconcile with GDPR’s “right to erasure.” Smart contract design constraints
(e.g., mutability needs) arise from regulatory mandates.

User Module | Blockebain Module

Initialization

Inspection

|

> €44

Figure 3: Blockchain-Based Access Control Framework with Initialization, Authorization, and Inspection Modules
(Md. Rahat Hasan, 2023)
Page | 75
Research Publish Journals



https://www.researchpublish.com/
http://www.researchpublish.com/

ISSN 2348-3156 (Print)
International Journal of Social Science and Humanities Research 1SSN 2348-3164 (online)
Vol. 13, Issue 3, pp: (69-87), Month: July - September 2025, Available at: www.researchpublish.com

Figure 3. illustrates a blockchain-based access control framework, comprising three main phases: Initialization, Access
Control, and Inspection. The User Module starts with a subject who initiates a transaction via a wallet, entering the
Blockchain Module. In the Initialization phase, a Resource Owner deploys a Smart Contract onto the Blockchain to define
access rules. The Access Control phase leverages a Blockchain Network to validate transactions through Policy Lists,
Consensus Mechanisms, and Digital Signatures before granting access to Objects (e.g., data or devices). Lastly, the
Inspection module monitors user behavior, where Misbehavior Reports trigger Penalties and corrective Actions to maintain
system integrity. This modular design ensures decentralized, tamper-resistant, and policy-driven access governance.

3.2 Real-World Applications in Finance, Healthcare, and Government

In finance, blockchain logging frameworks are used to secure transaction histories, bolster audit processes, and improve
interoperability between financial systems. Jones and Smith (2022) conducted a review across banking and capital markets
where smart contracts created cryptographic anchors for each trade or ledger post, enabling real-time auditability and
compliance with Know Your Customer (KYC) and Anti-Money Laundering (AML) regulations. Deployments in
consortium chains (e.g., R3 Corda) within trade finance operations exhibited 50% reduction in reconciliation time and
enhanced cross-border transaction traceability.

Gilbert and Gilbert’s (2024) demonstration extended blockchain—DB integration beyond trading to enterprise databases.
They built a hybrid prototype using SQLite, where every DML statement triggers a smart contract logging event stored on
a permissioned ledger. In their exercise with fitness transaction metadata (a stand-in for financial ledger entries), this
architecture prevented log deletion attempts and enabled tamper-evident audit trails in real-world settings.

In healthcare, Khalid and Lee (2024) analyzed comprehensive frameworks for patient-centric logging. Their work reviewed
144 empirical studies highlighting smart contracts enforcing policy compliance—for example, authorization contracts
verifying consent before accessing EHR, generating an immutable access log. Pilot studies in hospital networks showed
compliance with HIPAA and local privacy policies, with 100% detection of unauthorized access attempts during penetration
testing, and average logging latency under 300 ms.

Tan and Low (2023) illustrated government adoption through a real-world pilot in federal record-keeping. Their system
used smart contracts to audit the authenticity of public documents as seen in Table 3. Each record insertion into a centralized
database invoked a contract that logged metadata and a document hash to a consortium blockchain. Independent auditor
nodes validated hashes, ensuring document veracity. The project demonstrated a 40% improvement in audit cycle
completion and near-zero dispute resolution via cryptographic proof.

Table 3: Summary of Real-World Applications of Blockchain-Integrated Logging in Key Sectors

Sector Use Case Description Key Benefits Notable Outcomes
Integration of smart contracts for  |Real-time auditability, KYC/AML [50% reduction in reconciliation
Finance trade and ledger transactions across |compliance, and improved time; improved cross-border
financial systems. interoperability. traceability.

Hybrid blockchain-DB prototype
for recording DML events in a
permissioned ledger.

Achieved secure, verifiable
logging in operational
environments.

Enterprise
Databases

Prevents log deletion, ensures
tamper-evident audit trails.

Patient-centric logging with smart {Immutable access logs;

0 .
Healthcare contracts enforcing consent before [compliance with HIPAA and local 100% unauthorized access

detection; sub-300 ms latency.

accessing EHRs. privacy regulations.
Smart contrgct—enabled federal Crypt_og.raph!c_ proof of (ecord 40% improvement in audit
Government | record-keeping system for veracity; verifiable public L -
oy . cycle time; minimal disputes.
document authenticity. documentation.

These implementations attest to the versatility of blockchain-logging frameworks across sectors: finance applications
emphasize regulatory transparency and AML traceability, healthcare projects showcase fine-grained consent enforcement
and auditability, and government initiatives illustrate tamper-resistant archival systems. The consistent thread across
domains is the smart contract’s role in codifying access control and audit policy—transforming reactive audits into
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proactive, verifiable logging pipelines that align with institutional compliance standards (Gilbert & Gilbert, 2024; Khalid
& Lee, 2024; Tan & Low, 2023).

3.3 Case Studies of Blockchain-Integrated Logging Systems

A rich set of case studies illustrates the practical viability of blockchain-based logging systems with relational databases.
Chen and Brown (2020) evaluated a smart contract-augmented logging extension for XBRL financial filings used by
accountants. Each quarterly filing triggered a contract call logging metadata, timestamp, and discharge receipt on a public
blockchain. This system reduced false reporting risk by 60% and decreased audit preparation time by 30%, as auditors could
verify logs against the chain directly.

Davis and Patel (2021) focused on EHR access controls within provincial healthcare delivery networks. Their logging
system employed smart contracts to record access—metadata whenever healthcare providers queried patient records. A
hashed access trail was stored on-chain, with contract logic enforcing PBAC compliance. Hospital trials confirmed that the
system detected unauthorized access attempts at a 100% rate and produced audit logs admissible in GDPR and HIPAA
review processes.

Govindarajan et al. (2021) piloted a relational logging prototype within IBM’s distributed blockchain database system.
Their architecture tightly integrated SQL DML operations with blockchain smart contract invocations. The study reported
no transaction loss during network partitioning events, and the system sustained 1,000 TPS on standard hardware while
maintaining full auditability. Query performance degraded by less than 8%, indicating a viable path for real-world
deployment as shown in Figure 4.

Rodriguez and Silva (2022) investigated the application of blockchain-logging in three detailed domain scenarios:
government document dematerialization, e-voting process integrity, and healthcare claims processing. In the e-voting
scenario, every vote submission triggered on-chain logging to validate process authenticity. The system achieved
administrative-level audit traceability, and no invalid votes were processed. In healthcare claims, the framework recorded
claim verification steps via smart contracts, reducing billing disputes by 45%. These case studies affirm that blockchain-
integrated logging systems are not merely theoretical constructs but have been tested in operational settings. Across
domains—including finance, healthcare, government records, voting systems, and billing architectures—they consistently
provide tamper-evident, verifiable logging with acceptable performance overhead. These real-world trials substantiate the
scalability and adaptability of smart contract logging to complex relational workflows.

Impact:
* 60% reduction in
false reporting

Impact: Case Studies of * 30% less audit
« No invalid votes Blockchain-Integrated prep time
processed Logging Systems
. 45%'fewer billing » Smart contract logs
conflicts V—L’ Case Study 1 each guarterly filing
R S, XBRL Financial * Metadata +
Filings timestamp
Case Study 4: Blockchain-Integrated anchored to public
Multi-Domain Logging Systems with |y, —— blockchain
« e-Voting: On-chain Applications Relational Case Study 2:
log per vote for Databases EHR Access
traceability Logs « Smart
. !I:iealrhcc’arle_CIaitms: contracts
ogged claim steps . . Impact: record EHR
reduced disputes SQL operations Case Study 3: + 100% detection access
auto-trigger smart IBM Blockchain
‘ of unauthorized metadata
contracts SQL Integration
« Maintains audit access = PBAC rules
log during * GDPR & enforced
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<8%
performance drop
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Figure 4: A Diagram Showing the Operational Case Studies Validating Blockchain-Based Logging Across Sector-
Specific Systems.
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Figure 4 presents four key case studies that demonstrate the successful integration of blockchain technology into relational
database logging systems across diverse sectors. In financial reporting, showed how smart contracts reduced false reporting
and audit times by logging XBRL filings to a public chain. The figure Enhanced healthcare data security by anchoring
EHR access logs on-chain with policy-based access controls, achieving full compliance and unauthorized access detection
and developed a hybrid SQL—blockchain model at IBM that maintained transaction integrity and auditability during network
failures while supporting high throughput. Lastly, it demonstrated blockchain’s adaptability through logging in government
document processing, e-voting, and healthcare claims—achieving tamper-evident records, audit traceability, and reduced
billing disputes. These real-world applications affirm blockchain logging's scalability, performance efficiency, and
regulatory value in complex infrastructure environments.

3.4 Compliance and Regulatory Considerations

Smart contract-based logging systems must navigate complex regulatory landscapes to be functional in practice.
Muhammad Abdul (2024) assessed blockchain deployments in finance, healthcare, 10T, and government, highlighting two
intersecting concerns: immutability versus data deletion rights, and cross-border log replication under varied jurisdictions.
He noted that permissioned chains with smart contract logic can support log deletion through hash references rather than
raw data deletion, aligning with GDPR requirements under “right to be forgotten.”

Ahmed et al. (2024) explored Al-blockchain synergy with an emphasis on automated compliance checks via smart
contracts. Their architecture involves contracts embedded with rule engines that enact locally legislated compliance criteria,
raising alerts for data retention breaches. Testing across multiple policy sets (EU GDPR, US SEC, India IT Act)
demonstrated adaptability, with 98% accuracy in compliance breach detection and 85% reduction in manual review burdens.

Nguyen and Harris (2022) detailed GDPR compliance strategies. They emphasized pseudonymization techniques whereby
logs on-chain contain encrypted pointers, while off-chain storage retains decryption keys centrally. This structure meets
GDPR standards by enabling erasure of off-chain data while preserving blockchain audit proofs intact, enabling compliance
without compromising integrity.

Smith and Turner (2023), working within healthcare policy frameworks, implemented smart contract-based enforcement
for HIPAA and national audit standards. In a private Ethereum environment, smart contracts validated every EHR access
event against predefined compliance profiles. Their Proof-of-Compliance consensus required independent auditor nodes to
sign off once contract states validated policy adherence. Simulation results showed enforcement accuracy above 99% and
audit cycle time reductions exceeding 60%.

Taken together, these studies demonstrate that integrating logging smart contracts can produce systems compliant with key
regulations—GDPR, HIPAA, SEC, and others—without sacrificing auditability. Designers must carefully structure log
schemas, separate raw logs from blockchain proofs, and implement contract logic aligned with scope. Meanwhile, policies
like “right to erasure” can be technically managed within blockchain-anchored hashes. Smart contracts thus become critical
policy enforcers that balance legal compliance with the need for immutable, tamper-proof logging essential for relational
database auditability.

4. TECHNICAL AND OPERATIONAL CHALLENGES
4.1 Performance and Scalability Trade-offs

Blockchain-integrated logging mechanisms enhance the immutability of relational database transactions—yet they typically
introduce performance penalties and scalability constraints relative to conventional databases (Bulgakov et al., 2024). The
append-only ledger structure, combined with consensus protocols, creates inherent serialization of writes, reducing
throughput and increasing latency (Loghin et al., 2023). ljiga b et al. (2024) evaluated sharding approaches, showing that
while sharding can boost throughput, it also introduces significant overhead in cross-shard coordination, often bottlenecked
by inter-node communication. These overheads can offset benefits, particularly when applied to high-volume transaction
workloads.

Hybrid blockchain-database systems, such as Veritas and BlockchainDB, embed blockchain features into distributed
databases to balance integrity and performance (Loghin et al., 2023). Empirical evaluation revealed transaction rates 10—
100x lower than native relational systems due to cryptographic hashing and consensus-induced latency. Safa Ozdayi et al.
(2020) further demonstrated that audit-heavy workloads (complex querying over logs) exhibit linear scaling behavior on
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blockchain backends, but overall response times lag behind relational counterparts by several seconds—demonstrating that
immutable logging preserves auditability at the expense of real-time performance.

Ruan et al.’s taxonomy highlights how blockchain's replication and concurrency control mechanisms conflict with
traditional database optimization strategies like locking and indexing. They found that as node count increases, overhead
from communication, consensus negotiation, and cryptographic operations becomes the dominant cost (Ruan et al., 2019).
The result: while scaling a relational database is often as simple as adding replicas, scaling immutable log structures
demands sophisticated coordination protocols and comes with diminishing returns as seen in Table 4.

Integrating blockchain logging into relational databases enforces strong integrity guarantees but often incurs 2-3 orders of
magnitude performance overhead and limited scalability. Though sharding, caching, and hybrid execution models mitigate
these penalties, they introduce complexity and potential consistency anomalies—leading to trade-offs between integrity,
scalability, and system simplicity. The key challenge is engineering log storage and retrieval mechanisms that maintain
auditability without crippling transaction throughput or ballooning latency.

Table 4.
Aspect Observations Benefits Challenges
Ledger Structure | Append-only logs and consensus Ensures immutability and Reduces throughput and
T ; . . increases latency in high-
and Throughput serialization reduce parallelism. ordered record integrity.

volume environments.

Sharding improves throughput but Can partially scale

; o . . Coordination bottlenecks can
introduces cross-shard communication |blockchain systems in

offset performance gains.

Sharding and
Distributed Models

overhead. large deployments.
Hybrid Hybrid systems balance integrity and | Preserves auditability Slower transaction rates
Blockchain- operational performance using partial | while optimizing data compared to native relational
Database Systems |blockchain integration. management. systems.

Scaling introduces overhead from I . . Results in diminishing returns
! . Maintains data integrity . :
cryptographic operations and consensus and increased architectural
R across nodes. .
negotiation. complexity.

Scaling and System
Complexity

4.2 Synchronization and Data Redundancy Issues

Synchronization and redundancy are central to blockchain-based logging in relational databases. By design, blockchain
ensures every participating node maintains a complete replica of the transaction ledger. This architecture guarantees
resilience and auditability; however, it also results in high data duplication and significant coordination overhead (Sun et
al., 2022). Data replication across nodes increases storage requirements linearly with the number of participants, challenging
large-scale deployments with hundreds or thousands of nodes.

In the hybrid database context, Manuel et al. (2024) emphasize that replication is structured differently in blockchain—
database fusion systems versus traditional distributed databases. While canonical databases rely on incremental replication,
blockchain hybrids record transactions on a globally ordered append-only log. Ensuring consistent state across all nodes
requires strong synchronization protocols that enforce log ordering, making coordination on every transaction expensive—
especially at scale.

Sun et al. (2022) present the Data Availability Measurement Model for Blockchain (DAMMB), which quantifies the
interplay between redundancy and availability. Their findings suggest that reducing redundancy quickly undermines
availability guarantees, while excessive replication leads to unsustainable storage growth. Balancing storage cost and
availability—particularly under partial network failure—requires fine-tuned thresholds for data retention versus
redundancy.

Hybrid systems like those studied by Loghin et al. (2023) attempt to address replication inefficiencies through write
coalescing and selective block propagation, yet synchronization delays remain up to 30% higher than in conventional
databases. Moreover, asynchronous reconciliation mechanisms introduce window periods where logs diverge across
replicas, creating transient consistency issues that complicate auditing logic.
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Ultimately, blockchain-based logging introduces complexity in synchronizing and storing transactional data. Redundancy
affords fault-tolerance and transparency, but at high storage cost and coordination complexity. Mitigating strategies—such
as tiered replication, erasure coding, or decentralized references—are promising. However, such optimizations add
architectural layers that must be rigorously validated to ensure they preserve the integrity and auditability that are core to
blockchain-integrated logging.

4.3 Cost Implications and Storage Overhead

Integrating blockchain logging into relational databases significantly affects cost structures, with increased expenses
stemming from storage, compute, and network resources. Wolf’s (2022) comprehensive cost-benefit modeling of
blockchain versus centralized relational solutions within global supply chains revealed that blockchain’s immutable ledger
incurs 2.5-5% greater storage costs due to ubiquitous replication, cryptographic hash maintenance, and metadata overhead.
These costs are exacerbated in long-term deployments where ledger size balloons over time.

Sun et al. (2022) show that blockchain systems often replicate the complete transaction history on every node. This
redundant storage enables full verifiability but multiplies storage volume in proportion to the network size. For example, a
10-node permissioned blockchain would require 10x the archival storage of a conventional database. The study’s data
availability model illustrates that lowering redundancy thresholds significantly reduces cost but compromises availability
during node failures.

Ruan et al. (2019)-and corroborated in Loghin et al. (2023)-note that transaction auditing requires storing not only raw data
but cryptographic proofs, Merkle roots, and metadata, which collectively can increase storage footprint by approximately
30-50%. In benchmarking hybrid databases, Loghin et al. observed that for every gigabyte of user data, an additional 0.5-
1 GB of blockchain overhead is typical, depending on block frequency and ledger retention policies.

From a computing cost standpoint, hybrid systems require frequent cryptographic hashing and consensus participation,
increasing CPU utilization by 20-40% under moderate load conditions (Loghin et al., 2023). Additionally, network costs
rise as nodes exchange blockchain state and audit data to maintain consistency. These factors can double the operational
budget of database systems in cloud environments unless optimized through mechanisms such as block pruning, selective
archiving, or third-party proving outputs.

Therefore, while blockchain logging enhances integrity and transparency, it raises total cost of ownership. Decision-makers
must evaluate the added overhead against the criticality of tamper-proof audit records, especially in regulatory or high-trust
domains such as finance or healthcare. Prudent system design—employing ledger compaction, tiered retention, or off-chain
logging—can significantly offset these additional costs.

4.4 Security Vulnerabilities and Threat Models

Blockchain integration enhances auditability but also gives rise to distinct security vulnerabilities that must be rigorously
identified and mitigated. Chen et al. (2022) provide a layered vulnerability taxonomy, revealing threats at the data, network,
consensus, and application layers. Among these, attacks on the data layer—such as tampering with transaction payloads or
exploiting hashing collisions—pose direct risks to log integrity. Weaknesses in signature schemes may enable spoofed logs,
undermining the very immutability blockchain promises.

The LevelBlue research team (2024) highlights vulnerabilities in smart contract design used for database integrity
enforcement. Errors in contract logic (e.g., improper access control checks) can enable unauthorized ledger writes or
deletion of audit trails. LevelBlue also emphasizes susceptibilities to denial-of-service vectors, such as log flooding or
consensus destabilization via maliciously timed transactions.

Smith and Kumar (2023) propose a formal threat modeling approach for blockchains, extending STRIDE taxonomy to
hybrid environments. They identify threat vectors including “roll-back” attacks—where adversaries attempt to overwrite
historic logs or fork the chain—and “replay” attacks that reintroduce stale transactions to alter audit history. Such attacks
may go unnoticed without proper time-stamping or chain-reconciliation logic.

Sun et al. (2022) discuss vulnerabilities arising from redundancy optimizations—e.g., pruning or high-density sharding may
inadvertently allow data censoring if Byzantine nodes refrain from propagating certain blocks. These threats compromise
both data availability and the completeness of audit trails.
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In hybrid systems combining traditional databases with blockchain logs, potential threat surfaces expand: misconfiguration
between the two layers may lead to inconsistencies; insufficient encryption of channel communications between DB and
blockchain layers amplifies the risk of eavesdropping or man-in-the-middle exploitation (Okeke et al., 2024). Hence, threat
modeling must encompass layered security design, robust contract auditing, and consistent synchronization validation to
preserve end-to-end integrity. Blockchain-based logging delivers stronger integrity but introduces new threat vectors—
cryptographic, architectural, and adversarial—that must be addressed proactively through layered defense, formal modeling,
and periodic auditing of both blockchain and relational layers.

5. FUTURE DIRECTIONS AND CONCLUSION
5.1 Trends in Blockchain-Database Integration

Recent trends in blockchain-database integration reflect a growing demand for systems that combine the strengths of
distributed ledger technologies with the flexibility and performance of traditional relational databases. One of the most
significant trends is the rise of hybrid architectures, where blockchain is used as an immutable logging layer while core data
operations continue within a relational environment. This approach provides the benefits of tamper-evident audit trails
without compromising transactional performance. Another key trend involves the development of interoperable middleware
that facilitates seamless communication between blockchain nodes and database management systems, allowing for real-
time synchronization and selective logging. Enterprises are increasingly exploring permissioned blockchains for regulatory-
compliant environments where data privacy and access control are paramount. Additionally, blockchain is being used to
enforce fine-grained provenance tracking and data lineage, especially in data-sensitive industries such as finance, healthcare,
and supply chain. These integrations are often driven by the need for trust, transparency, and decentralized validation
mechanisms in data management workflows. Cloud providers are also starting to offer blockchain-enabled database
services, making integration more accessible to non-expert users. The overarching trend is a move toward modular
architectures that allow organizations to adopt blockchain features incrementally, reducing barriers to adoption while
ensuring flexibility and scalability.

5.2 Research Gaps and Open Questions

Despite advancements in blockchain-database integration, several critical research gaps and unresolved questions remain.
One major gap lies in the lack of standardized frameworks for benchmarking hybrid systems, which limits the ability to
evaluate trade-offs between auditability, performance, and scalability. Most current implementations are context-specific,
with little generalizability across domains or use cases. Additionally, there is insufficient exploration of how blockchain
impacts relational query optimization, indexing strategies, and schema evolution. The interaction between blockchain
consensus mechanisms and transaction isolation levels in relational databases also remains under-studied, especially in
concurrent environments. Another unresolved question concerns the long-term sustainability of immutable logs, particularly
regarding storage growth, archival strategies, and pruning mechanisms without compromising verifiability. Furthermore,
the interoperability of multiple blockchains within a single database ecosystem raises questions about cross-chain
consistency, security, and conflict resolution. Finally, user privacy remains a contentious issue, as current logging
mechanisms often fail to reconcile transparency with data minimization and compliance standards like GDPR. Addressing
these gaps will require interdisciplinary research combining database theory, distributed systems, cybersecurity, and
regulatory policy. Bridging these areas can lead to robust, scalable, and secure data ecosystems where blockchain serves as
a foundational element for trustworthy computing.

5.3 Practical Recommendations for Implementation

For organizations seeking to implement blockchain-integrated logging in relational database environments, several practical
strategies can enhance success and mitigate risks. First, it is advisable to adopt a modular architecture where blockchain
serves only critical logging or audit functions, while core data operations remain in traditional databases. This approach
preserves performance and reduces complexity. Selecting a permissioned blockchain framework can improve transaction
throughput and provide granular access control, which is vital in enterprise settings. Organizations should also implement
clear synchronization protocols to ensure consistency between blockchain and database states, ideally through middleware
that handles conflict resolution and rollback scenarios. Storage management must be considered from the outset;
implementing log compaction and tiered storage strategies can help control the size of the blockchain ledger. It is also
important to conduct regular integrity checks and audit trail validations to ensure the system performs as intended over time.
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Security must be built in at multiple levels, including encryption of communication channels, smart contract auditing, and
access control enforcement. Finally, staff training is essential to ensure operational teams understand the nuances of
blockchain-augmented data systems. Proper planning and adherence to best practices can enable successful integration
while preserving the core tenets of auditability, scalability, and data integrity.

5.4 Summary of Key Findings

This review highlights the critical role of blockchain-integrated logging in enhancing the integrity and auditability of
relational database transactions. The analysis shows that while blockchain's immutability offers significant benefits for
ensuring tamper-proof logs, it introduces trade-offs related to system performance, scalability, and cost. Hybrid systems
that decouple core data operations from audit trail storage emerge as the most viable model for practical deployment. Despite
growing adoption, technical and operational challenges persist, particularly concerning synchronization, data redundancy,
and long-term storage management. Cost implications are non-trivial due to the replication and cryptographic overhead
inherent in blockchain architectures. Additionally, the integration of blockchain expands the threat landscape, necessitating
robust security strategies and continuous monitoring. Emerging trends such as modular middleware, permissioned
blockchains, and cloud-native solutions point toward a future of customizable and scalable blockchain-database ecosystems.
Nonetheless, unresolved research questions remain, including interoperability, performance benchmarking, and privacy-
preserving mechanisms. Overall, the findings affirm that blockchain logging, when strategically integrated, can significantly
strengthen data governance, regulatory compliance, and system transparency, particularly in high-stakes environments
where trust and accountability are paramount.

5.5 Conclusion

Blockchain-integrated logging mechanisms represent a transformative advancement in securing and auditing relational
database transactions. By embedding immutability, traceability, and decentralized validation into logging infrastructures,
these systems address longstanding concerns over tampering, unauthorized modifications, and inadequate audit trails.
However, their adoption must be approached with careful consideration of performance limitations, storage demands, and
integration complexity. Hybrid architectures that selectively leverage blockchain capabilities offer a balanced pathway,
enabling organizations to reap the benefits of integrity assurance without compromising the efficiency of transactional
systems. While technology maturity and industry readiness continue to evolve, it is clear that blockchain’s role in data
management is not merely a theoretical innovation but a practical necessity in trust-driven sectors. As more organizations
seek to align their data operations with increasing regulatory scrutiny and demand for transparency, blockchain-augmented
databases provide a forward-looking solution. Continued research, coupled with thoughtful implementation strategies, will
be essential in overcoming current barriers and realizing the full potential of blockchain-integrated logging systems in
enterprise data ecosystems.
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